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Firewall

Ultimate Threat Management
for your Network Security

Firewall Management: Virtual Private Network:
Provides availability, backups, and updates Secure communication to your network from remote

| offices, branches, and work-from-home employees
> Firmware updates

> Secure Socket Layer (SSL) and |Psec - mobile users can
securely access data via laptop, tablet or smartphone, using

Hardware Replacement SSL encryption

gt

Automatic backup of content configuration

gt
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IP Address Management > Site-to-Site VPN - securely connect your branch offices or
other remote locations

L

EFnd User Control
> User management and setup

st

Configuration Management

Anti-Virus & Anti-Malware: Intrusion Prevention & Detection System:
Provides protection against virus, spyware, worms, Protection against network-level threats

& other forms of malware > Examines traffic payload to ensure there is no hidden

> Real-time network scanning malicious content
> Spyware/Anti-Virus Protection for remote users > Actively blocks known threats & protects end users
> Daily malware signatures > Continuous monitoring of firewall logs for suspicious activity

as well as signs of intrusion
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Find threats hidden within legitimate content, includes

infected file quarantine or isolation of virus sender > Front end protection of network infrastructure
Web Content Filtering: Application Control:
Greater security and increased visibility Proactive enforcement of company-defined policies

> Block access to harmful, inappropriate, and dangerous helps to protect valuable network resources

websites - sites which may contain phishing attacks, > Block or allow with precision
malware such as spyware, or offensive content that can |
expose organizations to liability > Bandwidth management
> Customize allow/deny access by category (porn, criminal > Block functions within applications oso your network is not
activity, hate) and location compromised by multifaceted attacks

> Enforce web app blocking (Ex. Facebook, Youtube, Pinterest, etc.)
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